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System: General Setup

Hostname I(\\ pfSense |
Name of the firewall host, without domain part
e.g, firewall

o I&, pstm.lacal |

Do not use ‘local’ as a domain name. It will cause local hosts running mDNS (avahi, bonjour, etc.) to be unable to
resolve local hosts not running mDNS.
e.g. mycorp.com, home, office, private, etc.

DNS servers.

DNS Server Use gateway

[ 102.168.30.100 |

[ 192168301 | (o 56 v 20031 v

[esss [ —

& |

Enter IP addresses to be used by the system for DNS resolution. These are also used for the DHCP service, DNS

forwarder and for PPTP VPN dlients.

In addition, optionally select the gateway for each DNS server. When using multiple WAN connections there should
be at least one unique DNS server per gateway.

Allow DNS server list to be overridden by DHCP/PPP on WAN
If this option is set, pfSense will use DNS servers assigned by a DHCP/PPP server on WAN for its own purposes
{including the DNS forwarder). However, they will not be assigned to DHCP and PPTP VPN dlients.

["| Do not use the DNS Forwarder as a DNS server for the firewall

By default localhost {127.0.0.1) will be used as the first DNS server where the DNS Forwarder or DNS Resolver is
enabled and set to listen on Localhost, so system can use the local DNS service to perform lookups. Checking this
box omits localhost from the list of DNS servers.

Time zone | ExcfuTe ~|
Select the location dosest to yvou

AR L I\ 0.pfsense.pool.ntp.org

Use a space to separate multiple hosts (only one required). Remember to set up at least one DNS server if you
enter a host name here!

Language English | Choose a | for the webConfi

pisanza_ng | This will change the look and feel of pfSense.




Interfaces: LAN

Enable

Enable Interface

Descripbion IC\  LAN I
Enter a description {name] for the interface here.

IPv4 Configuration Type

IPv6 Configuration Type | Mone w |

MAC address |(\ \ I Insert my local MAC address

This field can be used to modify ("spoof"} the MAC address of this interface
{may be required with some cable connections)
Enker a MAC address in the following format: sxanocxcsxsixs or leave blank

MTU R
If you leave this fizld blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some
circumstances.

M55
If you enter a value in this fisld, then M55 clamping for TCP cnn.[&tinns to the value entered above minus 40 (TCR/IP
header size) will be in affect.

Fpt e s | Advanced |- Show advanced option

Iied pide= [ 192.168.30.1 |1z~
IPwa Upstream Gateway Mone % | - or add 3 new one.

If this interface is an Internet connection, sslect an existing Gateway from the fist or 2dd & new one using the link abave.

©On local LANs the upstream gateway should be "none”.

Private networks

|| Block private networks

When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (1048,
172.16/12, 192.168/16) as well as loopback addresses (127/8). “You should generally leave this opticn turned on,
unless your WAM network lies in such a private address space, too.

[ | Block bogon networks

When sat, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by
IANA. Bogons are prefices that should never appear in the Internet routing table, and cbviously should not appear as
the source address in any packsts you recsive.

Mote: The update frequency can be changed under System-=Advanced Firewall/NAT settings.

|Sa\re||Canoel|



Interfaces: WAN

General configuration

toanls Enable Interface
Description Iﬁ‘ WAN |
Enter a description {name) for the interface here.
1Pv4 Confi ion Type DHCP e
IPv6 Confi ion Type MNona b
G andee= F.ﬂ‘.‘ Insert my local MAC address
This field can be used to maodify ("spoof") the MAC address of this interface
(may be required with some cable connections)
Enter a MAC address in the following format: or leave blank
If you leave this field blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some
circumstances.
If you enter a value in this field, then M55 clamping for TCP connactions to the value entered above minus 40 (TCP/IP
header size} will be in effect.
Speed and duplex

- Show advanced option

DHCP



¥ System

» Interfaces  » Firewall

Services: DHCP server

» Services VPN } Status » Diagnostics  » Gold + Help

LAN
Enable DHCP server on LAN interface
[:l Deny unknown clients
If this is checked, only the clients defined below will get DHCP leases from this server.
Subnet 19Z.168.30.0
Subnet mask 255.255,255.0

Available range

192.168.30.1 - 152.168.30.254

Range

[, 192.168.30.101 | to [%,192.168.30.150 |

Additionzl Pools

If you need additional pools of addresses inside of this subnet cutside the above Range, they may be specified here.

e

WINS servers

%"
Ny

DNS servers

[, 192.168.30.100
., 8.8.8.8

%

%,

NOTE: leave blank to use the system default DNS servers - this interface’s IP if DNS forwarder is enabled, otherwise the
sarvaers configurad on the General page.

Gateway

192.168.30.1

The default is to use the IP on this interface of the firewall as the Specify an al y here if this is not
the correct gateway for your network. Type "none” for no gateway assignment.

Domain name

The default is to use the domain name of this system as the default domain name provided by DHCP. You may specify an
alternate domain name here.

Domain search list

R |
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Services: Load Balancer: Pool: Edit HEaop®

Add/edit Load Balancer - Pool entry
Name |

Mode Load Balance
Description
Manual Failover |
Port
This is the port vour servers are listening on.
‘You may also specify a port alias listed in Firewall -> Aliases here.
Retry

Optionally spedfy how many times to retry checking a2 server before dedaring it down.

onitor
Server IP Address | I Add to pool |

Current Pool Members

Members __Pool Disabled Enabled (default)
N -
>
[ <

it | Remove | 1| Remove

Save | Cancel |
I

PORTAIL CAPTIF
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Services: Captive portal: Edit Zones HFEg@

Edit Captive Porial Zones
Zone name R PSTM |
Zone name. Can only contain letters, digits, and underscores {_).

Description [, PORTAIL CAPTIF PSTM |
‘You may enter a description here for vour reference (not parsed).

Continue

pfSense is © 2004 - 2025 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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Interfaces: WIFIPFSENSE

toabie Enable Interface

Dessytian [, wiFIPFSENSE |
Enter a description {name) for the interface here.

1Pv4 Confi ion Type DHCP v
IPv6 Confi jon Type | Mone -

MAC address I{\

| Insert my local MAC address

This field can be used to modify ("spoof"} the MAC address of this interface
(may be required with some cable connections)
Enter a MAC addrass in the following format: or leave blank

MTU

If you leave this field blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some
circumstances.

If you enter a valus in this fizld, then MSS clamping for TCP connactions to the value entered above minus 40 (TCR/IP
header size} will be in affect.

Speed and duplex Advanced |- show advenced option

DHCP client configuration Config File Override

Hosmame r:\ 192,168.30.1 I

The value in this field is s2nt as the DHCP dient identifier and hostname when reguesting 2 DHCP lzase, Some 1SPs may require this
(for diiant identification).

Alizs IPv4 address |\ | 32 w | The valus in this field is used as 2 ficed alias 1P address by the DHCP client,

Reject Leazes From F\ |

If there is a certain upstream DHCP server that should be ignored, place the IP address or subnet of the DHCP server to be ignored
here, This is usaful for rejecting leases from cable modams that offer private IPs when thay lose upstream sync.

Common wireless configuration - Settings apply to all wi networks on athD.

Persist common settings

Enabling this preserves the commaon wireless configuration through interface deletions and reassignments.

Standard | aute w

802.11g OFDM [ Protection mode off v
Protaction Mode For IEEE 802.11q, use the specified technique for protecting OFDM frames in @ mixed 11bf11g network.







